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Safety Cases
UK Defence Standard 00:56

A structured argument, supported by a body of
evidence that provides a compelling,

comprehensible and valid case that a system is
safe for a given application in a given operating
environment.

Ministry of Defence
Defence Standard 00-56

Issue 4 Publication Date 01 June 2007

Safety Management Requirements
for Defence Systems

Part2:
Guidance on Establishing a Means
of Complying with Part 1




Goal-structuring notation (GSN

A graphical approach to presenting the
structure of a safety argument

Arguing Safety - A Systematic Approach to
Managing Safety Cases

Undeveloped element decorator indicates that a line of Tmeny Aoy

A goal presents a claim argument has not been developed.

forming part of the argument.

A context presents a contextual
artefact. This can be a reference to
contextual information, or a
statement.

Uninstantiated denotes that the attached element remains Suboiid o hedersof Doctor o Pifnephy
to be instantiated, i.e. at some later stage the ‘abstract’

element needs to be replaced (instantiated) with a more
concrete instance. Univosiy of Yok

Depariment of Computer Seicnce

b <O

- Public Decorator indicates that the element is publicly
visible in one or more interfaces of the module and can
be referenced as an away element.

A strategy describes the inference Ajustification presents a September 1998
that exists between a goal and its statement of rationale. Asolid ball is the symbol for multiple
supporting goal(s). . instantiations.

’ A solid diamond is the symbol for Choice.

1

A solution
presents a
reference to an
evidence
item.

An away goal reference repeats a
claim presented in another
argument module (named below)

Amodule presentsa | —————  SupportedBy allows support relationships between
reference to a module elements to be documented.

containinganargument | . InContextOf declares a contextual relationship.

Em  Argument module name

The Assurance Case
Working Group (ACWG)

SCSC-




Safety/Assurance Cases

Potential Benefits

* Promoting structured thinking about risk

* Fostering multidisciplinary communication about safety
* Integrating evidence sources

* Making the Implicit Explicit

Evidence:
Using safegr 2

cases in industry
and healthcare

A pragmatic review of the use of safety cases in safety-
- P their
application in healthcare

Ty
3

December 2012
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From Safety Assurance to Ethical
Assurance




Ethical Assurance Cases: The What

Extending the assurance case methodology
to achieve justified confidence that a system
will be ethically acceptable when used
within a particular context




Ethical Assurance Cases: The Why

For the technology to be positively transformative
For the wellbeing of clinicians

For the technology to gain traction Artificial Intelligence:

How to get it
Pty Sy la praiss

right
I Fer i
wniaan b health pred o

For improved patient outcomes




Ethical Assurance Cases: The Why

Ethics covers a broad range of concerns

‘promoton of Human Valgeq

* Data Ethics (privacy, opacity, bias) .

viuman CoNOLof Testinaiog,

cainoss a4 Nonisciningg,

* Human agency and control ST YA ——
* Justice, fairness and responsibility

Berkman Klein Center for Internet and Society, Harvard University




Ethical Assurance Cases: The Why

Ethics is difficult

* No single right answer to many ethical questions
* |nvolves trade-offs
* |nvolves incommensurable values




Ethical Assurance Cases: The How

An emerging approach in the Al/AS ethics landscape

* Use the methodology to assure ethical properties beyond safety
* Use a graphical notation to present the argument

|
The system is safe

=T Ty

C2 e

Hazard A has Hazard B has
been efminated been eliminated

Ewvi Ev2 Ev3
Ewidence Evidence Evidence




Ethical Assurance Cases: The How

Several emerging approaches in the Al/AS ethics landscape

* Assure a single ethical property vs. a suite of ethical properties

* ‘Bottom-up’: Use a participatory design approach to design the
whole argument

* ‘Top-down’: Use a principles-based approach to design the

argument (and participatory design to instantiate and validate
individual assurance cases)
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Four ethical principles

Striking overlap between these principles and
the four classical principles of biomedical ethics:

* Non-maleficence

R Principles of

Biomedical

* Beneficence
* Respect for autonomy
* Justice




The Ethical Assurance Argument

Four principles Principle-based
Confidence — Ethical Assurance
Argument Argument

.
Justice Assurance
Argument

Beneficence Non-maleficence Personal Autonomy
Assurance Argument||Assurance Argument||Assurance Argument

Transparency
Assurance Argument




Principlism Principle-based

Argument Argument

Fthical assurance argument =

Based on the (=ss
four ethical | et it o

Beneficence Non-maleficence || Personal Autonomy
Assurance Argument] |ASSUrance Argument| | ASSUTance Argument

T ethically
acceptable}

. . 1c4 {System} {system} will be ethically
p r| n C 1 p | e S acceptable within the 122 (1ntended
£ {intended context} purpose}

rcs {Intended

context} —
2] s W s
" The four ethical principles
Justice; beneficence; 3 Argun:entt by provide a plausible normative
Ic6 non-maleficence; temo?s frfh'n? basis to achieve ethically
respect for personal SRR o I, acceptable use of the system
autonomy ethical pnnuples R :
B Principlism Confidence Argument

Gl The dlstnbutlon of benefit
and risk (of harm) is equitable
given the principle of personal

autonomy

B Justice Assurance Argument




Beneficence argument

Do good

* What benefit does the
proposed Al/AS promise for
individuals, society or the
environment?

* How are these benefits
realized?

* Are they monitored over
time?

BCl Ethical
principle of
beneficence

B BGL
The use of {system}
provides benefits to

the {groups of
beneﬁciaries}

Bc2

BC4 rBenefit Matrix:
Benefits x group(s) of
beneﬂclarles}

Argument by realising
different {benefits}

BCS

{specific benefit} <

1...m benefits
G, oy - R
enefit} is realised

{for group(s) of
beneficiaries}

Confdence

Beneficence
Assurance Argumed

{Groups of
beneficiaries}

{Benefits}

/R‘

Principlism

Argument

hon maleficence

Assurance Argument Assu

Ecs{Benefit} from use of
{system} has been
described with
appropriate metric

BG4

Methods used to realise

{benefit} from the use of
{system} are sufficient

BG5S

{Benefit} is monitored
through use of {system}

Y

BG7
Kind of {benefit} has

been appropriately
described

BG&

Likelihood of {benefit}

has been appropriately
described

Bse )
Significance of {benefit}

has been appropriately
described

<

Prncipie-based
Assurance

Argument

Personal Autonomy

srance Argument

[—— ]

Transpan
Assurance Argument



Non-maleficence argument

Beneficence Non-maleficence | Personal Autonomy
Assurance Argument| [Rssurance Argumenll Assurance Argument

Do no (unjustified) harm |

Transpan
Assurance Argument

NC2

EaNG1
M NCL The use of {system} G f
° W h at r I S kS d O e S t h e Etﬁii:lal principle of _does not cause riik—rg:pp;szd}
f non-maleficence < unjustified harm to the
{groups of risk-exposed} —
proposed Al/AS pose for o =
{Harm}
IndIVIduaIS’ SOCIety Or the C’{Semdual Risk Matrix: > NA1L Argumentby / .
azards x group(s) of ﬁ addressing {hazards}
] ? risk-exposed} as sources of {harm}
environment: pp——
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mitigated:
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° described with rom use of {system through use of {system}
t I m e ? appropriate metric are sufficient
'M\ <

* Range of harm from - -

Kind of {hazard} has Likelihood of {hazard} | |Severity of {hazard} has

Al/AS extends beyond T appIGPIly | | s besn spproprisely | beer sppreprl
physical safety




Personal autonomy argument
Respect people’s autonomy

* Personal
autonomy is
central to
moral agency
and
responsibility

AC1

Ethical principle of
respect for personal
autonomy

AC4
{Personal Autonomy
Matrix: Constraints x
group(s) of autonomy
risk-exposed}

The use of the {system}
does not unduly constrain
personal autonomy of
{groups of autonomy
risk-exposed}

AC2 {Groups of
autonomy
risk-exposed}

=

{Constraints on

AAL

Argument by addressing

constraints on {personal
autonomy}

AG2 .
The constraints on

{personal autonomy} are
managed for {group of
autonomy risk exposed}

ACS

AG3
The use of the {system} does not
undermine the capacity of
{autonomy risk-exposed} to form
their own well-reasoned
preferences and beliefs

AG4
The {system} responds to
the morally relevant features
of the {intended context} in a
way that is satisfactory to
{autonomy risk-exposed}

<

<

{Informed
consent}

Acé
{Trusted
regulators}

personal autonomy}

1...r group of risk
exposed

Prncipie-based

Principlism
Confidence Ethical Assurance
Argument Argument
i
Justice Assurance
Argument

M{Autonomy risk-exposed}
can give {informed consent} to
the use of the {system} - on
them or by them - or {trusted
regulators} can give this on
their behalf

<

AGSE

{Autonomy risk-exposed} can
stop or intervene in a system that is
going awry or, where that is not
possible or desirable, there are
automatic controls for the {system}

to stop safely

Transparency
Assurance Argument



Justice argument

* Where we
reconcile
trade-offs

°* Need to
consider the
equitable
distribution
not just risk &
benefit, but

also agency
(Hansson 2018)

principle
justice

Acs {Benefit Matrix,
Residual Risk Matrix;
Personal Autonomy

Ethical

JG1
Distribution of benefit and risk
(of harm) is {equitable} given
the principle of personal
autonomy

=

ﬂArgument by demonstrating that use,
of the system represents an {equitable
trade-off} of benefit-risk-personal
autonomy across {all affected

AC2

of

shared}

stakeholders} beneficiaries,
isk-exposed, autonomy,
1...s group of affected risk-exposed
stakeholder AN

282 Decision to use system
represents an {equitable
trade-off} of benefit-risk-personal
autonomy from across {all
affected stakeholders}

i

{IﬂJitable: fairly

{All affected
ACS stakeholders:

Principlism Prncipie-based

Confidence || Ethical Assurance
Argument Argument
Justice Assurance
Argument

= - [ — &

Beneficence Non-maleficence || Personal Autonomy
Assurance Argument] |Assurance Argument|| ASsurance Argument

[—— ]

Transparency
Assurance Argument

AC6
{Unacceptable
distribution}

1G3
{Unacceptable 24 (Equitable distributions} of

distributions} of b-r-p b-r-p across {all affected

across {all affected
stakeholders} have been
stakeholders} have been evaluated

eliminated

AC7
{Equitable
distribution}

AC13

{Principle of

265 Having eliminated the
{unacceptable distributions},
{equitable distributions} are

7

JG6
~ Where values in trade-offs
are {commensurable},
{equitable distributions} are

distributive justice} selected by a {principle of ranked
distributive justice}
> <

“ace
{incommensurable})

Acs
{commensurable}

JC7 Where values in trade-offs
are {incommensurable},
{equitable distributions} are
evaluated by a process of
{reflective equilibrium}

<

'AC10
{Reflective
equilibrium}




Transparency
An enabling condition

* An instrumental value rather
than an end in itself

* What are the specific
transparency requirements at
each stage of the argument?

1

1

Four principles
Confidence
Argument

Principle-hased
.«— Ethical Assurance
Argument

]

Justice Assurance
Argument

Beneficence
Assurance Argument

Non-maleficence
Assurance Argument

Personal Autonomy
Assurance Argument

1

Transparency
Assurance Argument

EAN




Deployment ethics
When would the decision to deploy an Al/AS be justified?

We need to deploy ethically
defensible systems and learn from
experience




a Ethical assurance cases
B A promising approach?

* Structural benefits

* Substantive benefits

e Communicative benefits




Extending the Ethical Assurance
Methodology




New AS Responsibility Project

AR-TAS: Assuring Responsibility for Trustworthy Autonomous Systems

&,_ ‘ UNIVERSITY
W Search york.ac.uk n

Assuring Responsibility for Trusted Autonomous Systems

# > Computer Science > Research > Assuring Responsibility for Trusted Autonomous Systems

Other sections

About the project
Project team
Publications

News
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